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2018 HOMELAND SECURITY INTERNSHIP

Purpose

To provide information on research conducted
during my 2018 Homeland Security Internship
and to provide recommendations for future
conduct of the program.



2018 HOMELAND SECURITY INTERNSHIP

Overview

« Tasks
 Border Studies Research
« CCTA Research
= Event Planning — Workshop MOI
= Doctrinal Research
= Action Plan Recommendations
= Compendium of Federal Assets
= Synchronization Matrix
= Workshops
 Read File: CBP Commissioner Kevin McAleenan
My Experience
« Recommendations for Internship
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2018 HOMELAND SECURITY INTERNSHIP
Assigned Tasks

« Borders Study Research

 Victim and Family Services Workshop (Aug 7-8)
« Creation of a Memorandum of Implementation

« Doctrinal Review

* Review of After Action Reports

« Synchronization Matrix

« Action Plan

« CBP Commissioner Read File
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Border Studies Research

Tracking Sheet:
e R

Center for inter-American and Bonder Sudies  Graduate Cerfficaie in homeland Security
Coliege of Liberal Ars

University of Lusembourg, Faculty of
Language And Lieraiure, Humanities, Ars

And Educalion (FLEHASE] Masier in Border Ehudies

Undergraduaie Oniing Program:
Angelo Stale University Border Becurity [B.0.5 |

Pressoot College Border Etudes

Sam Houston State University Homaland Sacurity Studies

Texas AAM University The Bush School of

Gowemmant and Public Service Homaiand Security

University of Arizona Boroer Saudes

UC Dtz Comparauve Boner Saadies

The Graduate Cerificate in Homeland Securty is designed for
working and mid-career professionals who aireacy hoid
mﬂ:umwmnuunagu and are interesied in further
professional education i his Sekd. |t consists of 15 semester
Pours. of H‘I.ﬂ!l and intludes WO reguined courses and ree
slectves

Graduale Joslah Heyman [B1E] 74T 5195
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migration, oulral dWersey, CEZEnship and Cross.-horer

cooperation - especially in the Greater Feglon. Students may

specakse N ane of e Iwo racks: spatial irack iInduding

gengraphy and spatial planning; language and cultural track

inciuding culural shudies. |Berafure, linguisics, inerouftural 4 semesier [+352) 45 BE 44
communicaicn. masters program  Birle Mienaber LETT

The Bachedor of Borer Seowrity (B.5.5.) s meant to increase
students’ awareness and understanding of current ssoes in
Bonder Security within the wider realm of homeland securty.
Courses wil increase your criical thinking and analyiical skils
across the diverse feids of hameand secunty, crminal jussoe
emengercy management and assockbed legal sues. Undengracksaie  Dr. Fandy Mulis 325.485-6685
Border Studies s the study of metaphoncal, symbaolc. and
ferriorial borders befween nalions, sockefies, culiures, and
ecOnomic systems. Due i the: college’s kotason near the LS.
Mexico border, much of our coursework incorporaies ssues
related o that border, such as the border's dssecton of
ecosysiems and communities, the policing of e bonder and
re@tionship & miltanzation, S relaticrship of border
communities io national and infemnaticral economies, and
Sctivism on the Boeder for human Fights. and usSce. W uss
border sudies as a lens io explore broader issues of e
poliics and pracioes of state sovensigney and mikarsm, exie,
migration, Saspora, ECTInUFSM, Sngoing and “post” and ned-
cokoriaksm, muti-cubralsm, Zoe Hammer and
subrultures, and xenophobia. Undengraciaie  Emesio Mineles [B28) 350 229
This bresas @Sucational obfctiv is 1 Srvelop Minkers, analst
man and |Raders e PO in et Irevatical ard
mmﬁa mmmnmrmp:«ammec.m wil gan  Sraduaie w
il AnTwiage in T fhd o well i dewelop D SYalgis Tinking Masders of
@l puicyTraking kil Soience Wihian Carkon [936) 294-1646.
The Graduate the Certiicate in Homeland Security (CHLS) i

an ou acktion o thie resume of anyone iNeresisd in a
career relabed jo homeland securffy; publc salety induding

¥ MANAgEMEN, I3 EIDmETEnt, oF Cyter SEnury;

public service in federal, malﬂmm of e Bush School Online
pbic seciar. Graduate Advising center

The Border Saudies conceniration within e Depariment of

Spanish and Pomuguese Nvestigates the heterngersity amd

Frybridity $af both emerge from and shape the odtural and

linguisSs practices and producton of bordeniands. inhererdy

inierdisciplinary, Border Studies emghasizes the need for

erlisting and deveinping analytc TAMEewoks Fom vanous

feids io evaluaie e complexity Fat defines these: physical

and symboiic spaces. Our [Dcason at the Uriversity of Arzona

offers. shudenis e opporiunily i combine fhis rigorous

ImiErdiscipinary acacemic iraining with onsie leaming that is
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Dorder between e United Stales and Mexca. The

Interdiscipirary concentration i open o graduate sudents

Wihd Fave B admimed imla e PhD program in Linguistics or
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Border Studies Research

Summary of Results:

A list compiled by all three CGA interns gives a picture of the existing
higher education options for a border studies program in the United
States. This will help the BTI Institute as they create their own masters
level program.

Valueto the Intern:

Showed the breadth of the field of borders studies programs and
helped me to see the private sector parallels to things we study at the
Academy.



Unified Regional Response
to a
Complex Coordinated Terrorist Attack
(CCTA)

FOCUS AREA:
Victim and Family Services
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MOI - Victim and Family Services

SETRPC Regional Response to a Coordinated Complex Terrorist Attack

Task: Create a Memorandum of oty vt

Houston, Texas 77024

Implementation for the Victim and
Family Services CCTA Workshop. ot COTA ik nd Py St Wath - At 5, 270

1. Purpose. To delineate roles and responsibilities in the preparation, support, and
conduct of the South East Texas Regional Planning Commission’s CCTA Victim and
Family Services Workshop, on August 7-8, 2018, at Montagne Center (Cardinal

Room), Lamar University, 4400 S. Martin Luther King, Jr. Parkway, Beaumont, TX
77705

Re S u I t S : I\/I O I p rOd u Ced for Au g u St 2. Objectives. Through the conduct of this CCTA Victim and Family Services

. Workshop, the SETRPC/ University of Houston will seek to:
7 - 8 VF S Wor kS h O for l ' n If I ed a. Review lessons learned and best practices from CCTA and Active Shooter
incidents both in the United States and world-wide
. b. Contribute to development of the SETRPC's Unified Regional Response Plan to
Regional Response to a Complex e e At
c. Identify capability gaps related to preparing for, preventing, and responding to a
. . coordinated Complex Terronist Attack
: Oord I n ated I e r ro r I St s ‘ttaC k ( : : I A e. Develop and/or update plans, annexes, and processes to address identified gaps

1 - 1 3. Concept: The South East Texas Regional Planning Commission (SETRPC), in
W I C I n C u e an n exeS WI an partnership with the University of Houston, will host a series of two-day workshops

over the course of the Spring-Summer 2018, focusing on the functional areas of

(=8

. ldentify needed capabilities

Public Information, Operational Communications, Intelligence, Medical Response,

agen da’ a ti m eI i n e i n CI u d i n g taS kS : and Victim and Family Services (Schedule of Workshops at Annex E.

The Workshops will be planned, coordinated and facilitated by the staff of the
University of Houston.

list of speakers and contact P

the functional area of Victim and Family Services. Additionally, invited
representatives of selected government agencies will provide insights to relevant

I n f O r l I l atl O n fo r al I I n VO I Ved doctrine, best practices, lessons learned, and new technology impacting preparation,
. response and recovery from CCTA in the area of Victim and Family Services.

a. Workshop Agenda. The CCTA Victim and Family Services Workshop will be
held in accordance with the schedule found in Annex A

1

11
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MOI - Victim and Family Services

Value to the Intern: Demonstrated the level of detalil
required to successfully execute a fairly complex
workshop. This will help me going forward as a

framework for how | can approach Coast Guard events
In the future.

12
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Doctrinal Research

Task: To compile a list of recommendations for local
jurisdictions as to how to prepare for a CCTA In
regards to Victim and Family Services from existing
doctrine.

Results: A document compiling recommendations
from established doctrine and existing Seattle and
Houston plans which pertained to the Victim and
Family Services response to a complex coordinated
terrorist attack.

Value to the Intern: Further developed my ability to

find and analyze new information into a more

convenient format. Also showed me the level of detall

that is required to effectively prepare for the worst. 13
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Doctrinal References

Planning and Response to an Active Shooter: An
Interagency Security Committee Policy and Best
Practices Guide

FBI Mass Fatality Incident Family Assistance Operations:
Recommended Strategies for Local and State Agencies

Planning and Response to an Active Shooter: An
Interagency Security Committee Policy and Best
Practice Guide

Seattle and King County Mass Fatality and Family
Assistance Operations Response Plan

Houston Regional Mass Fatality Management; Concept
of Operations

14
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Action Plan

Task: Produce recommendations based on the doctrinal
review and after action reports from actual incidents to

create a plan for victim and family services in response to a
CCTA.

Results: A document with 35 recommendations of best
practices for victim and family services.

Value to the Intern: Seeing the process of federal and
local agency interaction will help me in my career in the
Coast Guard where we work with local law enforcement
frequently.

15



2018 HOMELAND SECURITY INTERNSHIP

Action Plan Recommendations

Task 7.1 Determine Lead Victim Services Agency

Discussion: Create plans to determine which agency is the lead
agency for human services needs and providing guidance regarding
who is responsible for that determination.

References:

Broome County, NY, Shooting AAR, Area 9

Washington Navy Yard AAR, p.78

Planning and Response to an Active Shooter, Appendix A

16
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Action Plan Recommendations

Task 7.2 Create Death Notification Plan

Discussion: Review death investigation and body identification
plans to gather best practices. Create a death notification plan and
integrate with the mass casualty plan. Victim’s Assistance should be
Included in this process to make personnel, referrals and other
resources available to families.

References:

Broome County, NY, Shooting AAR, Area 10

Planning and Response to an Active Shooter: An Interagency
Security Committee Policy and Best Practice Guide p. 29
Planning and Response to an Active Shooter, Appendix A

FBI Mass Fatality Incident Family Assistance Operations:
Recommended Strategies for Local and State Agencies p. 11

17
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Action Plan Recommendations

Task 7.3 Pre Screen and Train Clergy

Discussion: Provide psychological first aid training to clergy
members and chaplains designated to respond to mass casualty and
critical incidents. Credential clergy and counselors so they are vetted
and properly trained so as to be ready to respond to a MCI. In the

event of an MCI, only pre-approved clergy should have access to the
FAC.

References:

Aurora AAR p. 16

San Bernadino AAR, p.118

FBI Mass Fatality Incident Family Assistance Operations:
Recommended Strategies for Local and State Agencies p. 9-10

18
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Action Plan Recommendations

Task 7.4 Designate Victim Advocate POCs for Hospitals
Discussion: There should be a lead advocate assigned to each
hospital that receives victims to coordinate all victim advocates
responding to that location. Hospitals should include a point of
contact in their mass casualty plans who work with that victim
advocate coordinator. As a team, they would be in position to handle
requests for information on the status of the injuries, help family
members to be with their loved ones and coordinate information with
the family reunification center.

References:

Aurora AAR, p. 135

Seattle and King County Mass Fatality and Family Assistance
Operations Response Plan pg. 18

19
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Action Plan Recommendations

Task 7.5 Create Donation Management System

Discussion: Include options for receiving and distributing large
amounts of donations likely to flow in to help victims. One approach
is to quickly establish a “One fund” into which all unrestricted
financial donations are channeled. Other types of donations, for
example airline tickets for victims and families, can be
accommodated separately.

References:

Aurora AAR, p. 136

San Bernardino AAR, p. 118

20
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Action Plan Recommendations

Task 7.7 Create Family Assistance Center Plan

Discussion: Create a Family Assistance Center Plan. All pertinent
agencies should be involved in the creation process. Provisions
should be made that clearly denote the agency responsible for
Initiating and leading the family assistance and reunification efforts.
Conduct training and exercises to ensure stakeholders understand
their roles and responsibilities.

References:

Aurora AAR, p. 136

Planning and Response to an Active Shooter, Appendix A

21
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Action Plan Recommendations

Task 7.9 Create Victim Data Collection Website

Discussion: Create a website so that people can report their loved
ones as possibly involved with an incident in addition to any ante
mortem information that can assist in victim identification. The
website should report the data in such a way as to facilitate access
to hospital personnel, law enforcement, and the medical examiner or
coroner in charge of victim identification.

References:

Aurora AAR, p. 91

Seattle and King County Mass Fatality and Family Assistance
Operations Response Plan p. 18

Planning and Response to an Active Shooter, Appendix A

FBI Mass Fatality Incident Family Assistance Operations:
Recommended Strategies for Local and State Agencies p. 4
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Action Plan Recommendations

Task 7.10 Establish Missing Persons Call Center

Discussion: Acquire a toll free number to use as a Missing Persons
Call Center (MPCC) after a major incident. In the immediate
aftermath of a MClI, the toll free number should direct callers to an
existing website until such a time as a call center can be staffed to
receive the calls. The objectives of the MPCC are to collect basic
Information about the person reported missing, contact information
for the reporter/informant, and information that will be used by law
enforcement to assess the likelinood of involvement allowing for
investigative prioritization. Establishing a hotline dedicated to missing
persons can help to expedite the identification process.

References:

Aurora AAR, p. 91

Seattle and King County Mass Fatality and Family Assistance
Operations Response Plan p. 18

Planning and Response to an Active Shooter, Appendix A

FBI Mass Fatality Incident Family Assistance Operations:

Recommended Strategies for Local and State Agencies p. 4 -
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Action Plan Recommendations

Task 7.11 Establish Service Provision Hotline (SPH)
Discussion: An SPH may be established to provide mental health
support, logistic support, emergency assistance services, legal
services, and information about scheduled briefings at the FAC. The
SPH may sometimes evolve from the MPCC after the victim
identification process has concluded. Depending on scope and
number of victims, the SPH may be physically part of the FAC. The
hotline has the added benefit of providing information to family who
cannot be physically present at the FAC.

References:

FBI Mass Fatality Incident Family Assistance Operations:
Recommended Strategies for Local and State Agencies p. 4-5
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Action Plan Recommendations

Task 7.12 Create Single Victim File Infrastructure

Discussion: Create a systemthat can facilitate a single victim file to
avoid multiple files with conflicting or incomplete information.
Hospitals, police, and victim advocates are the primary users of this
Information and should be involved with the creation of the integrated
system.

References:

Aurora AAR, p. 136

San Bernardino AAR, p. 118

Orlando AAR, p. 24

FBI Mass Fatality Incident Family Assistance Operations:
Recommended Strategies for Local and State Agencies p. 11
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Action Plan Recommendations

Task 7.13 Identify Potential FAC locations

Discussion: Pre identify potential locations for a FAC within a given

jurisdiction. The facility should have safe, stable, and comfortable

facilities in advance of an incident. Seek to create a memorandum of

agreement (MOA) with the facilities in advance of any incident. The

FAC should include the following:

« Large meeting room for gathering and briefings

« Smaller meeting rooms for private meetings with individual
families for the purpose of conducting ante-mortem interviews and
discussing other sensitive topics

« Security from the media and others

« Room/office for the JFSOC

References:

San Bernardino AAR, p. 118

Orlando AAR, p. 24

FBI Mass Fatality Incident Family Assistance Operations:

Recommended Strategies for Local and State Agencies p. 9

Planning and Response to an Active Shooter, Appendix A "
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Action Plan Recommendations

Task 7.14 Identify FAC Personnel

Discussion: Pre purchase and designate different arm bands, vests,
or similar apparel so that counselors and other FAC personnel can
be readily identified by victims and withesses.

References:

San Bernardino AAR

Orlando AAR, p. 24
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Action Plan Recommendations

Task 7.15 Extend Training Exercise Duration

Discussion: Training exercises should continue past the point
where the threat no longer exists and extend to notification of victims’
families. Critical incident training and exercises should include an
Investigative component that includes identifying all aspects of victim
and witness identification, interviewing, and reunification.
References:

San Bernardino AAR, p. 115, 117

28
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Action Plan Recommendations

Task 7.16 Prepare Preliminary Victim Identification Notices
Discussion: Be prepared to give general information to family
members about the processes of victim identification. If available, it
IS prudent to inform a family of the number of deceased victims, what
needs to be done to identify the victims, how long that process is
expected to take, and the potential ramifications of mis-identifying a
victim.

References:

Aurora AAR, p. 136

San Bernardino AAR, p. 118

Planning and Response to an Active Shooter, Appendix A
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Action Plan Recommendations

Task 7.18 Create and Disseminate Resources for Responders
Discussion: Ensure infrastructure exists so that all personnel
involved in the response are provided access to the physical and
mental health resources they may need after a critical incident.
Agencies should identify best practices related to employee
wellness.

References:

San Bernardino AAR, p. 113

Washington Navy Yard AAR, p. 82

30
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Action Plan Recommendations

Task 7.19 Update Mental Health Support Policies

Discussion: Ensure your department has a policy regarding mental
health support after critical incidents and clearly communicate it to
the entire department. Assign a mental health or officer wellness
Incident commander to oversee officer mental health and coordinate
services among participating agencies.

References:

San Bernardino AAR, p. 118

Orlando AAR, p. 28
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Action Plan Recommendations

Task 7.20 Determine Involvement of FBI VFS Specialists
Discussion: Determine if the jurisdiction in which the incident

occurred is equipped to handle the complex victim/ family response.

If not, determine the appropriate method to involve the FBI victim
specialists into the incident response to assist with notifications and
other support for family members.

References:

Planning and Response to an Active Shooter, Appendix A
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Action Plan Recommendations

Task 7.21 Create Joint Family Support Operations Center
(JFSOC) Policy

Discussion: The objectives of the JFSOC are to ensure effective
communication between agencies responsible for the provision of
family assistance services; ensure efficient delivery of family
assistance services by identifying needs, gaps, and by avoiding
duplication of services; and coordinate/ manage resource requests.
References:

FBI Mass Fatality Incident Family Assistance Operations:
Recommended Strategies for Local and State Agencies p. 7
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Action Plan Recommendations

Task 7.22 Designate Joint Family Support Operations Center
Personnel

Discussion: The JFSOC is intended for agency representatives
and should not include family members. The exact number of
Individuals needed to staff the JFSOC will depend on the scale of the
event. However, the key positions in any case will include the
following: JFSOC manager (from the lead response agency), a
senior agency representative for oversight, accountability, and
funding approval, a facility or operations manager, an incident
command liaison, functional managers (administration, logistics,
services, etc.), team members (may consist of multiple agencies),
and any applicable non-governmental organizations (i.e. American
Red Cross).

References:

FBI Mass Fatality Incident Family Assistance Operations:
Recommended Strategies for Local and State Agencies p. 7
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Action Plan Recommendations

Task 7.24 Assess Jurisdictional Readiness

Discussion: Pre determine who in your jurisdiction has necessary
gualifications and training for victim and family support. Individuals
Involved in directly providing information, support, and services to
victims and families during these disaster events must be carefully
selected and trained. These providers may be FBI Victim Specialists,
air carrier family assistance team members, or local community
social service providers. The highly stressful and emotionally
challenging environment necessitates the individuals have the
requisite skills and temperament to operate effectively.
References:

FBI Mass Fatality Incident Family Assistance Operations:
Recommended Strategies for Local and State Agencies p. 8

35



2018 HOMELAND SECURITY INTERNSHIP

Synchronization Matrix

Task: Create a tool that, in the event of a complex
coordinated attack, local officials can use as a list of
tasks by phase of the incident.

Results: The Synchronization Matrix format was used
along with the AAR recommendations and doctrinal

references to outline phase by phase the requirements
for local officials.

Value to the Intern: The format of a synchronization
matrix is something | can take to my Coast Guard
career as a tool to help me as a leader.

36
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Synchronization Matrix

SETRPC Unified Regional Response to a Complex Coordinated Terrorist Attack
SYNCHRONIZATION MATRIX - VICTIMS AND FAMILY SERVICES

VICTIM AND FAMILY SERVICES

FBI DIVISION OF VICTIM ASSISTANCE

LEAD LOCAL AGENCY

ALERT!NOTIFICATION ACUTE/EMERGENCY PHASE TRANSITIONAL PHASE LONG-TERM PHASE
Initial Resp ; Family Readi Center Family Assistance Center Post-FAC; Yictim Assistance Case Community Resilience Center [CRC)
Management and coordination of Family assistance Information and Assistance with crime victims Ongaing communication
response compensation, othet resource s for funerals,
Timely identification and verification of victims{ family Cleaning and return of personal effects Matifiction regarding criminal case investigation,
members prosecution, adjus ation, prisoner status
Family Assistance Center [physical and virual] Referrals to local services for counseling, financial Access to and participation in criminal justice proceedings,
planning assistance, etc. including preparation For he aringl viewing court evidence
Emergency travel assistance, related logistical suppart Emplayer! creditor assistance Case management and assistance for unmet and lang-
term needs
emational suppart- crisis mental health, spiitual care, Azsistance with death cenificates, autopsy reportz and
awareness other documentation for legal needs and benefits
Information on recovery, identification. release & disposition | Ongeing information on criminal justice case
of remainz
Callection of ante-mortem data from Families Support services for children

Casel investigation status briefings

Services for dizabled and children, including child care at
Support for hospitalized victims

Guided site visit! memarial event

Information on personal effects management

Information on transition to ongaing services and assistance

Establizh Victim suppaort management teamitask force. Establizh POC!officelprogram for victim support services | Continued suppoart for unmet or angaing needs of

lizizon to incident command post- ensure coordination of and case management-communicate access individuals, families.

people, resources, information, support services infarmation to all victims

Establish family azsistance center and JFSOC Lead responding agencies: establish POC and Ensure ongaing communication regarding criminal justice!
mechanizm for ongeing communication related wo event, | accident investigation via toll-free hotlinez, email groups,
inwestigation, etc., and communicate to victims secure websites, briefing meetings.

[May alsoinchide Virtual FAC with call center, bridge call Referralzto and assitance with crime victims Ensure access ta accident hearings, criminal justice

capacity, and website] compensation, other financial resources praceedings, rights, and updates. Ensure support during

trials, assist with victim impact statement.

Idertify and vertify victims! Family members Criminal justice-based victim services personnel may

Bszign victim services caze manager to victims and families | Facilivate information inquirie s fram victims! familizs re

[including injured and non-present] death details, stc.

Secreen and deploy volunteers and donations as indicated
Arrange briefings

Support fatality management process

Plan site visit, assist with memorial

Identify , plan, and communicate support plan for nest phasze
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Read File: CBP Commissioner McAleenan

U.S. Department of

Home // Command/HQ // Border Commissioner Talks New 'Zero Tolerance' Policy @\ Hometand Securit
£ omeland Security

Border Commissioner Talks New 'Zero

Tolerance' Policy

U.S. Customs and Border Protection Commissioner Kevin McAleenan spoke
zero tolerance” policy of criminally charging and
detaining more migrants who cross the border illegally, separating parents

|ll

about the controversia

from children.

BY MOLLY HENNESSY-FISKE — JUNE 12, 2018
SOURCE: LOS ANGELES TIMES

Written testimony of CBP
Commissioner Kevin McAleenan

Release Date: April 25,2018

Commissioner Kevin K. McAleenan

Kevin K. McAleenan was sworn in on March 20, 2018, as
Commissioner of U.S. Customs and Border Protection. Prior to his
confirmation, Mr. McAleenan served as the Acting Commissioner
since January 20, 2017. As the agency’s chief executive, Mr.
McAleenan oversees 60,000 employees, manages a budget of over
$13 billion, and ensures the effective operations of CBP’s mission to
protect national security while promoting economic prosperity. Mr.
McAleenan directs CBP’s three core missions, counterterrorism,
border security, and trade enforcement, while facilitating $4 Trillion
in trade and facilitating travel of over 365 million people through
ports of entry. He oversees the largest law enforcement agency and
the second-largest revenue collecting source in the federal
government.

for a House Committee on
Homeland Security, Subcommittee
on Border and Maritime Security
hearing titled “Border Security,
Commerce and Travel:
Commissioner McAleenan’s Vision
for the Future of CBP”

U.S. Customs and Border
Protection Commissioner

Kevin K. McAleenan
39
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Recommendations
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Future Internships
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Recommendations

Know cadet specialties before arrival
Loved the UH goody bag/ T-shirt
Cougar Palace

Get another cadet with a car

43



Comments / Discussion

UNIVERSITYof HOUSTON



Thank you!

1/c William Boardman
U.S. Coast Guard Academy

2018 BTI Institute Homeland Security Intern
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